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Agenda

Å Why do you need policy & governance?
ï Threat trend
ï Data protection environmental scan

Å Standards for policy & governance
ï The basics 
ï COBIT
ï NIST
ï ISO

Å Summary
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Threat Trend
Attack Sophistication increasing; Intruder Technical Knowledge decreasing
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Financial motivations now driving the threat cycle
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Legal/Regulatory 
Requirements
Å Reasonable security
Å Sarbanes -Oxley
Å Export Control
Å Privacy Regulations
Å Due Diligence

User Needs
Å Outsourcing
Å Low  cost geoôs
Å Collaboration
Å Device Types
Å Ubiquitous 
Computing
Å Web Crawling

Data Protection Environmental Scan
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Impacts of Loss
ÅNegative publicity
ÅReputation
ÅBrand/Customer 
confidence
ÅFines, lawsuits
ÅImprisonment

Incidents
ÅIdentity theft
ÅHacking
ÅLaptop theft
ÅLost/stolen backups
ÅDishonest insiders
ÅUser errors
ÅPolicy violations

secure

coding

vulnerability

patching
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Environmental Scan ï External Privacy Breaches

2005 was the year of security breaches & ID theft

Å 130 + reported breaches in the US alone exposing 55 m to ID theft
ï ChoicePoint; Bank of America; UC Berkeley; LexisNexis; Polo 

Ralph Lauren Corp; Time Warner; Marriott; Ford; Boeing

2006 is continuing the trend

Å 50 + reported breaches already this year
ï Providence Health Systems, H&R Block, FedEx, Ernst & Young, 

Deloitte & Touche, Medco, General Motors, Fidelity Investments, 
Wells Fargo Bank

Common causes are emerging

Å Hacking, laptop theft, lost/stolen backup tapes, user error/policy 
violation, dishonest insiders
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Without information security there 
will be a lack of trust ...

Limiting growth in economic 
developm ent é

Policies and governance are the 
foundation of trust é
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Policies & Regulations may have unintended 
consequences é  

Å Example 1: Privacy ï requirement to encrypt
ï How does this impact availability of the data?
ï Will some view encryption as an intent to hide information?
ï How will anti virus and other protection mechanisms scan encrypted 

information?

Å Example 2: Financial integrity legislation ï disclosure requirements
ï Does disclosing control deficiencies give malicious individuals a target?
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Basic Tenants of Information Security Policy

Å Confidentiality
ï Information is accessible only to those authorized to have access

Å Integrity
ï Information is accurate and any changes/modifications have 

been properly authorized

Å Availability
ï Information is accessible when needed 
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Industry Standards & Best Practices
for Information Security

ï Industry Standards for Information 
Security
Å N o one ñplaybookò, but a few  are em erging as 

leaders
Å Standards are updated every 2-3 years
Å M ore opportunities for ñcertificationò to 

standards are emerging, and then are 
beginning to align across industries (example:  
SAS-70 )

ï Industry Best Practices for Information 
Security
Å Evolving daily, in response to emerging threats 

and attacks 
Å Shared through information security 

benchmarking forums and conferences

ï Everyoneôs Challenge:  Com pliance

CobiT

ISO 17799

NIST

Generally accepted 

Information Security Standards

for the private sector

Pre - Reading
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COBIT

Å Plan and Organize

Å Acquire and Implement

Å Deliver and Support

Å Monitor and Evaluate



11

NIST
Å Risk Assessment Planning

Å System and Services Acquisition

Å Certification, Accreditation and Security Assessments

Å Physical & Environmental Protection

Å Contingency Planning

Å Configuration Mgmt

Å Maintenance

Å System and Information Integrity

Å Media Protection

Å Incident Response

Å Awareness and Training

Å Access Control

Å Audit and Accountability

Å System and Communication Protection



12

ISO 17799

Å Risk Assessment & Treatment

Å Security Policy

Å Organization of Info Sec

Å Asset Management

Å Human Resources Security

Å Physical & Environmental Security

Å Communications & Operations Management

Å Access Control

Å Info Systems, Acquisition, Development & Maintenance

Å Info Sec Incident Management

Å Business Continuity Management

Å Compliance
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Å Threats continue to evolve and grow

Å Policies and governance are the foundation of trust
ï Compliance is tough but critical

Summary



Appendix
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Standards and Resources

Å National Institute of Standards & Technology (NIST)
ï http://csrc.nist.gov/publications/nistpubs/ 800 -30 /sp 800 -30 .pdf

Å Information Security and Control Association (ISACA)
ï http://www.isaca.org/

Å Committee of Sponsoring Organizations (COSO )
ï http://www.coso.org/

Å International Organization for Standardization (ISO)
ï http://www.iso.org/iso/en/prods -services/popstds/informationsecurity.html

Å IT Governance Institute
ï http://www.itgi.org/

Å GAISP 
ï http://www.issa.org/gaisp/gaisp.html/

http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://www.isaca.org/
http://www.coso.org/
http://www.iso.org/iso/en/prods-services/popstds/informationsecurity.html
http://www.iso.org/iso/en/prods-services/popstds/informationsecurity.html
http://www.iso.org/iso/en/prods-services/popstds/informationsecurity.html
http://www.itgi.org/
http://www.issa.org/gaisp/gaisp.html/

